Internal Control Assessment Agency: Mississippi Valley State University
Section 4: Information and Communication Bus Area: Information Technology/Human Resources

Fiscal Year:  2019-2020

Question Yes No NA Comments

Information Questionnaire

1 [Does the agency have adequate provisions to provide information
to staff that facilitates the operating, reporting, and compliance 0 The Office of Information Technology has de_veloped
mandates? several "request" forms to grant access/provide

2 |Are system generated reports adequate, sufficient, and effective
for the user? g Programs to generate data are developed based on

user submitted requirements specified in original

3 |Is management receptive to comments by internal and external _ _
auditors regarding deficiencies or suggestions for improvement? [ Comments and recommendations by internal and

external auditors are treated with the utmost urgency,

4 [Does the agency respond with an appropriate action plan? . ) )
0 In addition to a Five Year strategic plan's annual

review, the Office of Information Technology has

5 |Has the agency developed an information technology plan that is

linked to achieving the agency's objectives? & A Five-Year Information Technology Plan has been

developed that contains the following Plan Objectives

6 |Are the information technology plans modified as needed to
support new objectives? 0 Our Information Technology Plan is currently a

Five-Year strategic plan; annual review of the current

Communication Questionnaire

7 |Do communication channels exist for employees to effectively _ _
communicate up, down, and across the agency? 0 The Director of Information Technology has an open
door policy for all employees to engage in active

8 |Are detailed reports and data provided to appropriate staff on a
timely basis? 0 The Chief of Staff/Legislative Liaison (whom the

Director of Information Technology Reports directly)

9 |Does a clear communication channel exist to report suspected _ _ _
improprieties? 0 Details of documenting and reporting

improper/inappropriate use is detailed and outlined in




Mississippi Valley State University

Internal Control Assessment Agency:
Section 4: Information and Communication Bus Area: Information Technology
Fiscal Year: 2019-2020
Question Yes No NA Comments
10 |Are realistic mechanisms in place for employees to provide R _ o
recommendations for improvements to work environment? 0 Mississippi Valley State _UmVerS_'ty '”_‘plements an
annual performance review, which gives each and
11 [Are employees' suggestions acknowledged by providing incentives _ ) o
or other meaningful recognition? 0O Good employee suggestions are recognized within
the Department of Information Technology via praise,
12 |When an agency changes its objectives or strategies, is it h hief of / islati L. h h
communicated timely to all agency staff? O The Chief of Staff/Legislative Liaison (whom the

Director of Information Technology reports directly)




	Sheet1

	Check Box142: Yes
	Check Box143: Off
	Check Box144: Off
	Check Box145: Yes
	Check Box146: Yes
	Check Box148: Yes
	Check Box149: Yes
	Check Box150: Yes
	Check Box151: Yes
	Check Box152: Yes
	Check Box153: Off
	Check Box154: Off
	Check Box156: Off
	Check Box157: Off
	Check Box158: Off
	Check Box159: Off
	Check Box160: Off
	Check Box161: Off
	Check Box162: Off
	Check Box164: Off
	Check Box165: Off
	Check Box166: Off
	Check Box167: Off
	Check Box168: Off
	Check Box169: Yes
	Check Box170: Off
	Check Box171: Off
	Text172: The Office of Information Technology has developed several "request" forms to grant access/provide information.
	Text173: Programs to generate data are developed based on user submitted requirements specified in original adhoc request forms, located at    http://www.mvsu.edu/images/admin/spotedit/attach/349/adhoc.pdf  
The adhoc queries that generate the reports are dynamic - they are designed using variables, which allow a user to specify ever-changing information (such as academic year, term, student classification, etc.) based on the user's need.  
The adhoc request form also allows for the end user to request modifications to existing query structure (performed by the Applications Manager)

	Text174: Comments and recommendations by internal and external auditors are treated with the utmost urgency, as they are the truest assessments of control deficiencies.  The Department of Information Technology treats each and every recommendation with the highest of priorities, and immediately takes the necessary action to both correct, test, implement, and document the cases. 
	Text175:   In addition to a Five Year strategic plan's annual review, the Office of Information Technology has recognized the need to develop quarterly plans and objectives, as well as perform quarterly reviews of previous plans and objectives, to better develop benchmarks to determine progress
	Text176: A Five-Year Information Technology Plan has been developed that contains the following Plan Objectives (that are directly linked to meeting/achieving the Universities objectives):
*  High performance, carrier grade data infrastructure
* Converged telephony with integrated Voice over IP and wireless access
* Wireless networking infrastructure to support student and faculty mobile computing
* Security architecture to meet challenging demands
* Integrated network management for improved operations and support

	Text177: Our Information Technology Plan is currently a Five-Year strategic plan; annual review of the current plan is performed, and modifications to the current plan are performed as necessary. After the five-year review, we are better able to assess how well we achieved/did not achieve said goals.  
	Text178: The Director of Information Technology has an open door policy for all employees to engage in active dialogue about work-related progress, grievances, or any other Mississippi Valley State University work related issues or concerns.  The Director of Information Technology also regularly conducts both individual and group staff meetings to discuss changes to policy and procedure, general concerns, and other mission-critical issues.  All IT staff members are encouraged to communicate with each other in order to successfully collaborate to obtain Mississippi Valley State University and Departmental goals.  
	Text179: The Chief of Staff/Legislative Liaison (whom the Director of Information Technology Reports directly) regularly participates in Extended Cabinet meetings.  During these staff meetings, objectives and strategies that were communicated during Executive Cabinet meetings are also communicated to area Directors, and the Directors are charged with communicating this information directly to staff under their supervision. 
	Text180: Details of documenting and reporting improper/inappropriate use is detailed and outlined in the Appropriate Use Policy, located at https://www.mvsu.edu/sites/default/files/appropriateusepolicy.pdf
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	Text196: Mississippi Valley State University implements an annual performance review, which gives each and every employee a numeric assessment (out of 5 possible points); this review details areas of performance in which the employee has excelled, and areas in which the employee can improve.  After the Department Supervisor's review, each employee may provide comments and offer feedback about the supervisor's recommendations.  Employees, Department supervisors, and Vice Presidents must sign off on each individual review 
	Text197: Good employee suggestions are recognized within the Department of Information Technology via praise, implementation of ideas, etc.; however, the Department itself lacks the funding or the widespread university support necessary to conduct more meaningful forms of incentives/recognition (i.e. plaques, congratulatory dinners, raises, promotions, etc.) 
	Text198: The Chief of Staff/Legislative Liaison (whom the Director of Information Technology reports directly) regularly participates during Extended Cabinet meetings.  During these staff meetings, objectives and strategies that were communicated during Executive Cabinet meetings are also communicated to area Directors, and the Directors are charged with communicating this information directly to staff under their supervision.   


