Internal Control Assessment Agency: Mississippi Valley State University
Section 3: Control Activities Bus Area: Business and Finance/Information Technology

Fiscal Year: 2023 - 2024

Question Yes No NA Comments

Control Activities Applicable to All Fiscal Processes

1 |Are there policies and procedures developed and implemented for

each major fiscal process? 0 Policies and procedures have been developed and

implemented for each maijor fiscal process as

2 |Does management have a process for the development, approval,
and implementation of policy updates? 0 MVSU policies are managed in a decentralized
manner within various responsible divisions

3 |Are policies and procedures manuals updated in a timely manner

and reflect current processes? 0 Appropriate actions are taken on exceptions to

policies and procedures as referenced in the Fiscal

4 |Do the policies and procedures identify how processes are to be
performed and monitored and who carries out those a While the assignment of responsibilities and training

responsibilities? regarding internal controls are referenced in the

5 |Does management periodically review and document the _ _ _ o
functionality and overall effectiveness of controls? O While the assignment of responsibilities and training

regarding internal controls are referenced in the

6 |Has management implemented effective procedures that verify

the accuracy of data when it is entered, processed, generated, O Procgdure;_have been established to ensure that
distributed, or transferred? data is verified and accurate throughout the data

7 |Does management segregate key duties and responsibilities ) ) o
among employees to minimize the risk of misuse, mistakes, or 0 Documentation from_th? Fiscal POIICIE§ and
fraud? Procedures Manual indicates that the job
Agency-wide Security Management Program

8 |Has the agency developed a plan that clearly describes the agency- . . . .

gency P P y gency 0 Both Data and Physical Security are outlined in the

wide security program? ) . .
Office of Information Technology Network Security

9 |Are there policies and procedures that support the security
program? 0 The Department of Information Technology is found

to be in compliance with both departmental and
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Section 3: Control Activities Bus Area:  Business and Finance/Information Technology
Fiscal Year: 2023 - 2024
Question Yes No NA Comments
10 |Has management established a structure to implement and
manage the security program throughout the agency? s Security Roles and Responsibilities are clearly defined
11 |Are security responsibilities clearly defined?
u Both Data and Physical Security are clearly defined in-
12 [Has the agency implemented effective security-related personnel
policies? O In addition to policies and procedures outlined, the Offi
13 |Does management monitor and periodically assess the security
program policies, procedures and compliance? u Annual Reviews of the Network Security Policy and Un
14 |If weaknesses in the security program are identified, does
management take corrective action? 0 Weaknesses in the security program are promptly ider
15 |Are the agency's information technology policies and procedures
in accordance with ITS policies, standards and guidelines? d The Department of Information Technology sets techn
Access Control
16 [Has the agency established physical and logical controls to prevent
and detect unauthorized access? g Physical security and logical security controls and proc
17 |Are sensitive and confidential data files password protected at all
times, including portable flash drives, thumb drives, laptops, etc.? U There is no university wide policy or network configura
18 |Are passwords required for access on all computers?
0 All Windows computers are joined to a MVSU Active C
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Fiscal Year: 2023 - 2024
Question Yes No NA Comments
19 |Are staff required to regularly change their passwords?
O Active Directory domain policy is set for all users to res
20 |Does the agency monitor information systems access, investigate
apparent violations, and take appropriate disciplinary action? 0 The Department of Information Technology at Mississi
21 |Does the agency have documented procedures for removing
access to all systems when an employee leaves the agency? 0 As part of the University clearing process the Informatic
Application Software Development & Change Control
22 |Are the agency information system processing features and
program modifications properly authorized? O For web-based systems, there are forms for system fe
23 |lIs all new or revised software thoroughly tested and approved?
0 Banner Administration System: We have two separate
24 |Does the agency have established procedures to ensure control of
its software libraries, including labeling, access restrictions, use of 0 The Office of Information Technology does not maintai
inventories and separate libraries?
System Software Control
25 |Does the agency limit access to system software based on job
responsibilities? 0 The Department of Information Technology maintains
26 |lIs the access authorization documented?
D Copies of approved requests are filed with the Applica
27 |Does the agency monitor access to and the uses of system
software? g System software (Canvas, Grades First, Banner, and #
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28 |Are there policies in place to protect system software from _ _ S
unauthorized changes? 0 Through the active directory, Mississippi Valley State
University has implemented access control roles.
29 |Are there policies in place to prevent unauthorized personal
software on an agency server or employee's work station? 0 MISSI_SSIppI Valley State University Server access is
not given to end users; only select members of the
Service Continuity
30 |Does the agency have data and program backup procedures, ) ) o
including off-site storage of data, environnmental controls, and U The _Oﬁlce of Infprmatlon TeChnOIOQ_y malnFamS
staff training? on-site and off-site data backups of its all vital servers
31 |Does the agency periodically test and restore the backup files to
ensure access? 0 The Office of Information Technology is currently in
the process of developing a comprehensive disaster
32 |Has management developed and documented a comprehensive
contingency plan? 0 The Office of Information Technology is currently in
the process of developing a comprehensive disaster
33 |Does the agency test the contingency plan and adjust it as _ _ _
appropriate? 0 The Office of Information Technology has recognized
the need for a comprehensive contingency plan
For agencies with an accounting system other than MAGIC
34 |For agencies not using MAGIC as its general ledger, is access to the
general ledger restricted to those who are assigned general ledger| U Access to the general ledger and related records is
responsibilities? restricted to those with responsibilities and is
35 [Does the agency have sufficient system controls in place for o )
general ledger? 0 The agency has sufficient system controls in place for
general ledger of assets that are maintained through
36 |Are these controls documented and tested in a timely manner?
0 Accounting policies and procedures manuals are

updated as needed.
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Question Yes No NA Comments

37 |Does the agency reconcile its accounting system daily to MAGIC?

g1 | NA
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